
Practice 
good 

password 
hygiene 

Use strong 
passwords at 

least 8 
characters in 

length. 

Safeguard 
devices when 

in transit 

Use a mix of 
upper and 
lowercase 

letters, numbers, 
and special   
characters. 

Don’t include 
personal 

information or 
use the same 
password for 

multiple 
devices. 

Encrypt and 
password-

protect 
confidential data 
on USB or hard 

drives. 

Make sure 
devices are 

off or 
locked. 

Do not store 
password or login 
information with or 

near device. 

Report lost or 
stolen 

devices or 
data storage 
immediately. 

Keep other 
personal items 
in your car out 

of site to 
prevent break-

ins. 
Store devices in 
trunk or hidden 
location prior to 
departure if not 
heading directly 
to office/home. 

Do not store 
confidential 
data on CDs 

in transit. 

91% of successful 
data breaches starts 

with a spear 
phishing attack 

It takes 3 seconds 
for ransomware to 

start encrypting 
files in your 
computer. 


